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1 Preamble
1.1 Purpose

The purpose of this document is to provide the results of the risk assessment of the CCS System
(according to CENELEC Phase 3, see [ SPT2TRAFFIC-13107 - ERJU PRAMS Plan)).

For a wider view on risk assessment covering safety culture as well as the variety of possible risk
assessment methods, please take a look at the Safety Guideline provided by the PRAMS team
[¥ SPT2TRAFFIC-4141 - ERJU Safety Guideline].

While the risk assessment has to be done in the context of Performance, RAM, Safety and Security, the
first version of this document focusses on Safety topics.

1.2 Intended Audience

This document is intended for all stakeholders involved in the development, implementation, and operation
of CCS systems (e.g. Business stakeholders, End users, Development and engineering teams, Assessors,
etc).

1.3 Document Context

As shown in the illustration below (& SPP-31533 - Dependencies between Configuration Items), the Risk
assessment report for the System Definition of the §%] SPMS-2098 - CCS System is based on the following
key inputs:

* [ SPP-18056 - TCS_System Definition CCS System_V0.3]:
This document describes the capabilities to be provided by the CCS-System.

Note:

The System Definition of the CCS-System contains changes in Release 3 that were not analysed
yet. They will be assessed in a later point in time. In the scope of the analysis, the versions of the
scenarios of the System Definition of the CCS System that were analysed are referenced.

[ SPT2TRAFFIC-13108 - ERJU Hazard Database - Main Document]:
This document details the European Railway Harmonized Hazards Database to be used for risk
assessment by ERJU SP Domains in accordance with ERJU PRAMS Plan and guidelines.

The Risk Assessment report for the System Definition CCS itself is an input document for the
# SPP-18063 - TCS_System Requirement Specification CCS System_V0.4.

Further details regarding document independencies are described in # Spp-18362 - Requirements
Management Plan v2.0]. The positioning of the ETCS L2 Rulebook within the document framework is
shown in & SPP-31533 - Dependencies between Configuration Items.

A summary of the most important results of the risk assessment of the CCS System is made available in:
# SPP-31652 - Risk assessment report for the System Definition CCS System - Annex A: Traceability
Report_V0.2
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1.4 Glossary

1.4.1 Terms

Term

Definition

System Levels of the System Pillar

The system of systems approach is used inside the System Pillar to
recursively refine the structure of the architecture down to the level of
subsystems.

The following figure shows the decomposition of a system of systems
on one consistent example spanning 5 layers of refinement. Level 5
is the actual subsystem layer and is visually integrated into the
bottom layer in the following figure to be able to show the relationship
to logical components.

-

Airlines Tram/Metro

Individual

road traffic Shies

Legacy Adapter
Subsystem L (typicall 3, productX') ] Subsyatem 2 (typically 3, product )

Logical com ponent 2 3

B [
w e —_—
‘ 1 Supervise... \ L occuoene

Level 5
Subsystems
(,products”)

I
S

Figure 1: System Level 1-5 combined view

1.4.2 Abbreviations

Abbreviation Definition
CCs Control-Command and Signalling
FMEA Failure Mode and Effects Analysis
30 Risk assessment report for the System 2025-10-06 11°15 8/107
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2 Scope

For performing a qualitative risk analysis, the FMEA method is used, whereby FMEA stands for Failure
mode and effects analysis. How to perform an FMEA is described in [ & SPT2TRAFFIC-13109 - ERJU
Risk Assessment Process & Template]. The FMEA is conducted with the help of the Nextedy RiskSheet
tool in Polarion.

FMEA represents an inductive/bottom-up risk analysis, starting with possible failure modes of a function
and analysing their effects on the function itself, on the system under consideration as well as on the
railway system in total. The goal of the FMEA of the CCS system definition is to:

« Identify safety-relevant functions and interfaces,
« |dentify potential new hazards,
« connect failure modes to hazards and accidents of Europe's Rail Hazard Database

The scope of analysis are the exchanges between the CCS system and the physical environment,
external systems and human actors. The analysis of the output exchanges of the CCS System to the
physical environment, external systems and human actors is structured by CCS System function. CCS-
internal exchanges are not analysed.

The analysis of the output exchanges of the physical environment, external systems and human
actors to the CCS System is structured by the corresponding System Actors.

Please note: Following the initial hazard identification and assignment of safety requirements,
quantitative risk assessment will be performed using Fault Tree Analysis when the system
architecture is defined during the design and development phases, in accordance with CENELEC
standards.

The base for the risk analysis are the following scenarios:

System capability Scenarios Revision
() @ SPMS-2438 - Activate usage (9 F-ISPMS-5753 - Activate usage restriction 586189
restriction (Planned usage restriction)

(5) 4, SPMS-4435 - Activate usage restriction

@ SPMS-2438 - Activate usage () FSPMS-7226 - Activate usage restriction 690295
restriction (Unplanned TSR)
(5) 4, SPMS-4435 - Activate usage restriction

(5) @ SPMS-2436 - Deactivate usage (:)[1-JSPMS-4345 - Deactivate usage restriction 588380
restriction (Planned usage restriction)
(©) 9, SPMS-4828 - Deactivate usage restriction

(5) @ SPMS-2436 - Deactivate usage ()[1-|SPMS-7232 - Deactivate usage restriction 684834
restriction (Unplanned TSR)
(©) %, SPMS-4828 - Deactivate usage restriction

() @ SPMS-5295 - Grant (9 FISPMS-5361 - Grant movement permission 541808
movement permission (Operational plan)

() H4SPMS-5514 - Grant movement permission

(Signaller request)
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System capability

(5) @ SPMS-2443 - Localise train on
railway infrastructure

(5) @ SPMS-2440 - Perform train
movement

(5) @ SPMS-5296 - Release
movement permission

(5) @ SPMS-2423 - Set point
position

(5) @ SPMS-2442 - Shorten
movement permission

Scenarios

(5) 4. SPMS-5298 - Grant movement permission
(Control loop)

(5)F-|SPMS-4329 - Localise train on railway
infrastructure

(5) 4, SPMS-4438 - Localise train on railway
infrastructure (Control loop)

(5)H-SPMS-4333 - Perform train movement (Full
supervision)

(©) %, SPMS-4447 - Perform train movement (Full
supervision control loop)

(5)HSPMS-5362 - Release movement permission
(5) 4, SPMS-5316 - Release movement permission
(Control loop)

() HSPMS-4342 - Set point position (Left to right,
Operational plan)

() HSPMS-4769 - Set point position (Left to right,
Signaller)

(5) 4. SPMS-4444 - Set point position (Control loop)

(5) X, SPMS-4441 - Shorten movement permission
(1 SPMS-4326 - Shorten movement permission
(Operational plan change, accepted)
(5)H-/SPMS-4336 - Shorten movement permission
(Operational plan change, rejected)
(9)F-ISPMS-4334 - Shorten movement permission
(Signaller request, accepted)

(5)F-|SPMS-4337 - Shorten movement permission
(Signaller request, rejected)

Revision

541808

541808

541808

529641

559406

Please refer to the scenarios listed above in order to understand the context in which the functions are

analysed (e.g. which exchange items of the analysis are in scope, the target function, pre- and

postconditions).
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3 Risk analysis

3.1 Risk assessment report

This Risk Assessment Report is the overview of the most important results of the Risk Analysis

performed for the System definition CCS. The Risk assessment report is made available in
# SPP-31652 - Risk assessment report for the System Definition CCS System - Annex A: Traceability
Report_Vv0.2

3.2 Detailed Failure Modes and Effect Analysis
The following chapters list the detailed results of the risk analysis of the CCS system specified in the

scope of the capabilities listed in 2-3 - Scope and presented in the linked reports above.

3.2.1 CCS-System functions

3.2.1.1 Control position of one point

3.2.1.1.1 Functional description

Control position of one point

This function is allocated to %] SPMS-2098 - CCS System.

This function determines the target position of one point for the planned movement of the train on the
intended path. Furthermore, this function receives the requested point position from the Signaller and

controls the point position according to this when the respective point is not allocated to an intended path.

ID SPMS-2190

Context Diagram

Figure 2 Context Diagram of Control position of one point
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Input exchanges

Output
exchanges

Input exchanges

D=1 SPMS-2311 - Observed point status
* ¥ SPMS-5288 - point_status

D=1SPMS-2301 - Estimated motion state

* ¥ SPMS-2392 -
train_motion_state observation

D=1 SPMS-2250 - Authorised distance
and speed restriction
» ¥ SPMS-2372 -
movement_permission
D=1 SPMS-2258 - Provided current time
» (¥ SPMS-2412 - time_reference

D=1 SPMS-2350 - Required operational
traffic plan

* ¥ SPMS-2370 -
operational_plan_movement

D=1 SPMS-4628 - Requested point
position

* ¥ SPMS-2386 -
point_position_request

Output exchanges

D= SPMS-2361 - Required point machine

movement

* ¥ SPMS-2377 -

Source function

&) SPMS-2108 -
Sense+Observe
point status

&) SPMS-2192 -
Sense+Observe
motion of one train

&) SPMS-2137 -
Ensure safe
movement of
trains

&) SPMS-2171 -
Provide current
time

&) SPMS-2148 -
Calculate
operational traffic
plan

&) SPMS-2167 -
Supervise state of
railway operation

Target
function

@ SPMS-2125 SESEWIBrRa M -peointailachine

Function
allocated to

7| SPMS-2098
- CCS System

72| SPMS-2098
- CCS System

§+1] SPMS-2098
- CCS System

% SPMS-6265
- Time
Reference

% SPMS-2097
- Traffic
Management
System

% SPMS-2090
- Signaller

Function
allocated to

point_machine_movement_requirement

3.2.1.1.2 Failure Modes and Effects Analysis

Early Required point machine movement to Point Machine

ID SPRM-1301
Failure Mode I
(Keyword) Commission
Failure

s CCS system executes the operational movement too early.
Description
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Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Items

The point machine moves when the point is occupied (by train or part of an
already granted movement) or when a train is approaching.
Or the point machine moves so that a movement permission cannot be granted.

PRAM-related considerations:

CCS-System shall send the reason for rejecting an operational movement to
TMS.

CCS-System shall send the reason for rejecting the requested point position to
Signaller.

relates to : & SPMS-2190 - Control position of one point

relates to : BEISPMS-2361 - Required point machine movement

relates to : - SPMS-4342 - Set point position (Left to right, Operational plan)
relates to : 4, SPMS-4444 - Set point position

relates to : | SPMS-4769 - Set point position (Left to right, Signaller request)
assesses : [¥] SPRM-299 - Undue movement of a point while train is
approaching

causes : ‘% SPRM-71 - [A1] Collisions

causes : ‘® SPRM-77 - [A2] Derailments

assesses : [¥] SPRM-1726 - [XYZ] Undue movement of a point

relates to ; BE1SPMS-3008 - Required point machine position

has parent: || SPRM-2101 - Detailed Failure Modes and Effect Analysis
__is mitigated by : {c} SPRM-1699 - Point is free of occupancy

Incorrect Required point machine movement to Point Machine (1)

ID

Failure Mode
(Keyword)
Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

30 Risk assessment report for the System
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SPRM-1302

Incorrect

CCS system executes an incorrect operational movement.

a) The point machine moves into the wrong target state (e.g. right) for the
operational movement,
b) The wrong point machine moves (not the requested one by TMS or Signaller).

PRAM-related considerations:

CCS-System shall send the reason for rejecting an operational movement to
TMS.

CCS-System shall send the reason for rejecting the requested point position to
Signaller.
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Linked Work
Items

relates to : & SPMS-2190 - Control position of one point

relates to : BEISPMS-2361 - Required point machine movement

relates to : | SPMS-4342 - Set point position (Left to right, Operational plan)
relates to : 4, SPMS-4444 - Set point position

relates to : | SPMS-4769 - Set point position (Left to right, Signaller request)
assesses : (£ SPRM-299 - Undue movement of a point while train is
approaching

causes : % SPRM-71 - [A1] Collisions

causes : ® SPRM-77 - [A2] Derailments

assesses : [¥] SPRM-1726 - [XYZ] Undue movement of a point

relates to : B1SPMS-3008 - Required point machine position

has parent: || SPRM-2101 - Detailed Failure Modes and Effect Analysis

_ is mitigated by : {c} SPRM-1699 - Point is free of occupancy

Incorrect Required point machine movement to Point Machine (2)

ID

Failure Mode
(Keyword)
Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Items

SPRM-1732

Incorrect
CCS system executes an incorrect operational movement.

The point machine is already in the target position and could overheat by trying
to move into the aready reached position,

Possible damage to point machine.

relates to : G SPMS-2190 - Control position of one point

relates to : BEISPMS-2361 - Required point machine movement

relates to : [}l SPMS-4342 - Set point position (Left to right, Operational plan)
relates to : 4, SPMS-4444 - Set point position

relates to : [}/ SPMS-4769 - Set point position (Left to right, Signaller request)
assesses : [ SPRM-312 - [B.3.0] Other failures of the infrastructure

causes : % SPRM-517 - No accident

relates to : B1SPMS-3008 - Required point machine position

has parent: || SPRM-2101 - Detailed Failure Modes and Effect Analysis

_ is mitigated by : {c} SPRM-1700 - Point machine position is equal to requested
point machine position.

Late Required point machine movement to Point Machine (1)

ID
Failure Mode
(Keyword)

Failure
Description

Effect on Linked
Functions
Systems

30 Risk assessment report for the System
Definition CCS System (rev. 726035)

SPRM-1303

Omission

CCS system executes the operational movement later or not at all.

a) The point machine moves into the wrong target state (e.g. right) for the
operational movement,

b) The point machine moves at the wrong time (too late for the movement) when
it is still occupied or reserved for another operational movement.
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Effect on
Railway System

Risk Comment

Linked Work
Items

PRAM-related considerations:

CCS-System shall send the reason for rejecting an operational movement to
TMS.

CCS-System shall send the reason for rejecting the requested point position to
Signaller.

relates to : & SPMS-2190 - Control position of one point

relates to : BEISPMS-2361 - Required point machine movement

relates to : [}/ SPMS-4342 - Set point position (Left to right, Operational plan)
relates to : 4, SPMS-4444 - Set point position

relates to : | SPMS-4769 - Set point position (Left to right, Signaller request)
assesses : [¥] SPRM-299 - Undue movement of a point while train is
approaching

causes : % SPRM-71 - [A1] Collisions

causes : ® SPRM-77 - [A2] Derailments

assesses : [¥] SPRM-1726 - [XYZ] Undue movement of a point

relates to : BEISPMS-3008 - Required point machine position

has parent: || SPRM-2101 - Detailed Failure Modes and Effect Analysis

_ is mitigated by : {c} SPRM-1699 - Point is free of occupancy

Late Required point machine movement to Point Machine (2)

ID

Failure Mode
(Keyword)
Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Items

3.2.1.1.3 Constraints

SPRM-1733

Omission
CCS system executes the operational movement later or not at all.

The point machine is already in the target position and could overheat by trying
to move into the aready reached position,

Possible damage to point machine.

relates to : &) SPMS-2190 - Control position of one point

relates to : BEISPMS-2361 - Required point machine movement

relates to : [}/ SPMS-4342 - Set point position (Left to right, Operational plan)
relates to : 4, SPMS-4444 - Set point position

relates to : [}/ SPMS-4769 - Set point position (Left to right, Signaller request)
assesses : [ SPRM-312 - [B.3.0] Other failures of the infrastructure

causes : % SPRM-517 - No accident

relates to : B=1SPMS-3008 - Required point machine position

has parent: || SPRM-2101 - Detailed Failure Modes and Effect Analysis

_ is mitigated by : {c} SPRM-1700 - Point machine position is equal to requested

point machine position.

Point machine position is equal to requested point machine position.
The command to change the state of a point machine does not get executed if the point machine is
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already in the requested point machine position. This is to avoid overheating of PM and sending
unnecessary commands to Point Machine.

ID SPRM-1700

Point is free of occupancy
State change of a point machine only if the controlled point is not occupied by trains/vehicles/trackworkers
and not reserved for other operational movement.

ID SPRM-1699

3.2.1.2 Control usage restriction

3.2.1.2.1 Functional description

Control usage restriction areas

This function is allocated to §%] SPMS-2098 - CCS System.

This function stores and controls the creation and deletion of usage restriction areas. It is responsible for
the activation and deactivation of planned usage restriction areas at the planned time. If necessary, it
requests the Signaller confirmation before the usage restriction is activated. This function rejects any
unplanned temporary speed restriction (TSR) activation request when the train has already been
authorized to enter the TSR area. It changes the output state regarding a restriction based on the input
request/demand to either activate or deactivate a certain usage restriction. It keeps and shows a record of
the activated usage restriction areas.

ID SPMS-2159

Context Diagram

Figure 3 Context Diagram of Control usage restriction areas
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Input exchanges

Output
exchanges

Input exchange items

* ¥ SPMS-5548 -
operational_plan_restriction

* ¥ SPMS-2412 - time_reference

* ¥ SPMS-4826 -
usage_restriction_confirmation

¥ SPMS-2407 -
usage_restriction_request

* ¥ SPMS-2392 -
train_motion_state observation

Output exchange items

* ¥ SPMS-2398 -
usage_restriction_status

* ¥ SPMS-2398 -
usage_restriction_status

* ¥ SPMS-4827 -

Source function Function

allocated to
@ SPMS-2148 - % SPMS-2097
Calculate - Traffic
operational traffic ~ Management
plan System
@ SPMS-2171- % SPMS-6265
Provide current - Time
time Reference

@ SPMS-2167 - £ SPMS-2090
Supervise state of - Signaller
railway operation

@) SPMS-2192 - SPMS-2098
Sense+Observe - CCS System
motion of one train

Target Function
function allocated to

&) SPMS-21374:FBRME 200ndUEa Sy té il

@& SPMS-2148 2CaRMBt2ageralrariid tridfiags

@ SPMS-2167 2SHpMSBi209tteSigrailleny ope

usage_restriction_confirmation_request

 P¥| SPMS-2398 -
usage_restriction_status

3.2.1.2.2 Failure Modes and Effects Analysis

Early confirmation request of usage restriction deactivation to Signaller

ID

Failure Mode
(Keyword)

Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

30 Risk assessment report for the System

Definition CCS System (rev. 726035)

SPRM-1780

Commission

2025-10-06 11:15

CCS-System sends request to confirm deactivation of usage restriction too early
to Signaller.

Signaller receives a request to confirm deactivation of a usage restriction that it
is not intended to be deactivated at this time.

If the Signaller confirms it, possible unsafe movement of a train over an area
where the usage restriction should be activated.
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Risk Comment

Linked Work
Items

relates to : &) SPMS-2159 - Control usage restriction areas

relates to : BEISPMS-2219 - Usage restriction state

relates to : [}/ SPMS-4345 - Deactivate usage restriction (Planned usage
restriction)

relates to : 4, SPMS-4828 - Deactivate usage restriction

assesses : # SPRM-120 - [B.1.2.4] Over-speeding

assesses : [¥] SPRM-297 - [B.3.1.3] Wrong side signalling (infrastructure) failure
assesses : [¥] SPRM-519 - [xy] Field Force on track without trackside protection
causes : ‘% SPRM-71 - [A1] Collisions

causes : ® SPRM-78 - [A2.1] Derailment of train

causes : % SPRM-87 - [A4] Accidents to persons involving rolling stock in
motion

relates to : [} SPMS-7232 - Deactivate usage restriction (Unplanned TSR)
relates to : BEISPMS-3174 - Usage restriction state

has parent : || SPRM-2106 - Detailed Failure Modes and Effect Analysis

_ is mitigated by : {c} SPRM-1702 - Usage restriction area is free of field force
_ is mitigated by : {c} SPRM-1740 - Confirmed usage restriction matches
requested usage restriction

__is mitigated by : {c} SPRM-2240 - Track condition allows regular operation

Early indication of usage restriction deactivation state to Signaller

ID

Failure Mode
(Keyword)

Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Items

SPRM-1481

Commission

CCS System indicates usage restriction deactivation state too early to Signaller.

Incoherent information on the restriction status may lead to unnecessary manual
operations E.g. Signaller takes safety critical actions such as emergency brake
activation. (e.g. because track workers are still on the track)

The usage restriction remains active in the CCS System, with the internal status
correctly reflecting an active condition; however, this may not align with external
expectations or operational assumptions.

The train continues to comply with the active usage restriction, as it remains
valid and enforced within the CCS System.

relates to : G0 SPMS-2159 - Control usage restriction areas

relates to : BEISPMS-2219 - Usage restriction state

relates to : 4, SPMS-4828 - Deactivate usage restriction

assesses : [¥] SPRM-516 - No safety hazard

causes : % SPRM-517 - No accident

relates to : [}/ SPMS-4345 - Deactivate usage restriction (Planned usage
restriction)

relates to : | SPMS-7232 - Deactivate usage restriction (Unplanned TSR)
relates to : BEISPMS-3174 - Usage restriction state

has parent : || SPRM-2106 - Detailed Failure Modes and Effect Analysis

Early confirmation request of usage restriction activation to Signaller

ID

30 Risk assessment report for the System
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Failure Mode
(Keyword)

Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Items

Commission

CCS-System sends request to confirm the activation of usage restriction too
early to Signaller.

Signaller would receive a request to confirm a usage restriction that it is not
intended to be activated at this time. (The Signaller can confirm this request if all
settings including the activation time is correct, even if the request was sent too
early ).

Overload for Signaller could lead to missing "correct” requests. Possible delays/
disturbed operations.

See SPRM-958, SPRM-971 and SPRM-972 analysis for the confirmation from
Signaller.

relates to : & SPMS-2159 - Control usage restriction areas

relates to : [} SPMS-4355 - Activate usage restriction (Planned usage
restriction)

relates to : 4, SPMS-4469 - Activate usage restriction

assesses : [¥] SPRM-516 - No safety hazard

causes : % SPRM-517 - No accident

relates to : BEISPMS-2219 - Usage restriction state

relates to : [} SPMS-7226 - Activate usage restriction (Unplanned TSR)
relates to : BEISPMS-3174 - Usage restriction state

has parent: || SPRM-2106 - Detailed Failure Modes and Effect Analysis

Incorrect indication of usage restriction deactivation state to Signaller

ID

Failure Mode
(Keyword)

Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
ltems

SPRM-1482

Incorrect

CCS System indicates deactivation of wrong usage restriction to Signaller.

The Signaller rejects wrong request or adapts the request according to the
operational needs. Or Signaller may have incoherent information regarding the
state of the usage restriction which lead to unneccessary manual operations.
E.g. a new activation of the still active usage restriction could be requested.

At CCS-System, usage restriction status is correct: the ones that should be still
activated are active, and the one that was requested to be deactivated has been
deactivated.

relates to : &) SPMS-2159 - Control usage restriction areas

relates to : 4, SPMS-4828 - Deactivate usage restriction

assesses : [¥] SPRM-516 - No safety hazard

causes : ® SPRM-517 - No accident

relates to : -l SPMS-4345 - Deactivate usage restriction (Planned usage
restriction)

relates to : BEISPMS-2219 - Usage restriction state

relates to : [} SPMS-7232 - Deactivate usage restriction (Unplanned TSR)
relates to : BEISPMS-3174 - Usage restriction state

has parent: || SPRM-2106 - Detailed Failure Modes and Effect Analysis

Incorrect confirmation request of usage restriction activation to Signaller
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ID

Failure Mode
(Keyword)
Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Items

SPRM-963
Incorrect

CCS-System requests confirmation to activate wrong usage restriction to
Signaller, or indicates wrong settings to be confirmed.

Signaller receives information not aligned with operational plan.

Disturbed operation, wrong usage restriction activation in case Signaller
confirms it.

See SPRM-958, SPRM-971 and SPRM-972 analysis for the confirmation from
Signaller.

relates to : &) SPMS-2159 - Control usage restriction areas

relates to : [}/ SPMS-4355 - Activate usage restriction (Planned usage
restriction)

relates to : 4, SPMS-4469 - Activate usage restriction

relates to : BEISPMS-2219 - Usage restriction state

assesses : [¥] SPRM-516 - No safety hazard

causes ;: % SPRM-517 - No accident

relates to : [} SPMS-7226 - Activate usage restriction (Unplanned TSR)
relates to : BEISPMS-3174 - Usage restriction state

has parent: || SPRM-2106 - Detailed Failure Modes and Effect Analysis

Incorrect indication of Usage restriction activation state to Signaller

ID

Failure Mode
(Keyword)
Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Items

30 Risk assessment report for the System
Definition CCS System (rev. 726035)

SPRM-967
Incorrect

CCsS-System indicates to Signaller incorrect usage restriction (wrong location/
parameter) activated than what is activated.

Signaller may allow track workers in the area when it is not secured enough (e.g.

usage restriction that only allows 0 km/h is indicated but usage restriction that
allows 80 km/h is active).

Field Force might be allowed on track by Signaller without protection.

relates to : & SPMS-2159 - Control usage restriction areas

relates to : BEISPMS-2219 - Usage restriction state

relates to : | SPMS-4355 - Activate usage restriction (Planned usage
restriction)

relates to : 4, SPMS-4469 - Activate usage restriction

causes : % SPRM-87 - [A4] Accidents to persons involving rolling stock in
motion

assesses : [¥] SPRM-519 - [xy] Field Force on track without trackside protection
relates to : [} SPMS-7226 - Activate usage restriction (Unplanned TSR)
relates to : BEISPMS-3174 - Usage restriction state

has parent: || SPRM-2106 - Detailed Failure Modes and Effect Analysis

__is mitigated by : {c} SPRM-1702 - Usage restriction area is free of field force
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Late confirmation request of usage restriction deactivation to Signaller

ID

Failure Mode
(Keyword)

Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Items

SPRM-1483
Omission

CCS System requests to Signaller the confirmation for deactivation of a usage
restriction too late or not at all.

Signaller would not receive a request to confirm deactivation of a usage
restriction when it is expected, and the deactivation is not completed or delayed.

Disturbed operation. Train would still respect restrictions activated.

relates to : & SPMS-2159 - Control usage restriction areas

relates to : BEISPMS-2219 - Usage restriction state

relates to : 4, SPMS-4828 - Deactivate usage restriction

assesses : [¥] SPRM-516 - No safety hazard

causes : % SPRM-517 - No accident

relates to : | SPMS-4345 - Deactivate usage restriction (Planned usage
restriction)

relates to : BEISPMS-3174 - Usage restriction state

relates to : [}/ SPMS-7232 - Deactivate usage restriction (Unplanned TSR)
has parent: || SPRM-2106 - Detailed Failure Modes and Effect Analysis

Late indication of Usage restriction deactivation state to Signaller

ID
Failure Mode
(Keyword)

Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Items

SPRM-1484
Omission

CCS System indicates usage restriction deactivation state too late or not at all to
Signaller.

Signaller has incoherent information regarding the state of the usage restriction
which lead to unneccessary manual operations. E.g. a new deactivation of the
already deactivated usage restriction could be requested.

relates to : & SPMS-2159 - Control usage restriction areas

relates to : BEISPMS-2219 - Usage restriction state

relates to : 4, SPMS-4828 - Deactivate usage restriction

assesses : (¥ SPRM-516 - No safety hazard

causes : % SPRM-517 - No accident

relates to : | SPMS-4345 - Deactivate usage restriction (Planned usage
restriction)

relates to : BEISPMS-3174 - Usage restriction state

relates to : [}/ SPMS-7232 - Deactivate usage restriction (Unplanned TSR)
has parent: || SPRM-2106 - Detailed Failure Modes and Effect Analysis

Late confirmation request of usage restriction activation to Signaller
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ID

Failure Mode
(Keyword)
Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Items

SPRM-964
Omission

CCS System requests to Signaller the confirmation for activation of a usage
restriction too late or not at all.

Usage restriction activated too late.

Possible unsafe movement of a train over an area where the usage restriction
should be activated.
Field Force might be allowed on track by Signaller without protection.

relates to : &) SPMS-2159 - Control usage restriction areas

relates to : [}/ SPMS-4355 - Activate usage restriction (Planned usage
restriction)

relates to : 4, SPMS-4469 - Activate usage restriction

relates to : BEISPMS-2219 - Usage restriction state

causes : ‘% SPRM-71 - [A1] Collisions

causes : % SPRM-87 - [A4] Accidents to persons involving rolling stock in
motion

assesses : [¥] SPRM-297 - [B.3.1.3] Wrong side signalling (infrastructure) failure
assesses . # SPRM-120 - [B.1.2.4] Over-speeding

assesses : [¥] SPRM-519 - [xy] Field Force on track without trackside protection
causes : % SPRM-78 - [A2.1] Derailment of train

relates to : BEISPMS-3174 - Usage restriction state

relates to : [} SPMS-7226 - Activate usage restriction (Unplanned TSR)

has parent: || SPRM-2106 - Detailed Failure Modes and Effect Analysis

_ is mitigated by : {c} SPRM-1702 - Usage restriction area is free of field force
_ is mitigated by : {c} SPRM-2109 - Usage restriction activation is planned

Late indication of Usage restriction activation state to Signaller

ID

Failure Mode
(Keyword)
Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

30 Risk assessment report for the System
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SPRM-968
Omission

CCS System indicates usage restriction activation state too late or not at all to
Signaller.

The Signaller could stop train operation due to the perception that the usage
restriction is inactive.

Disturbed operation (PRAM issue).
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Linked Work
Items

relates to : & SPMS-2159 - Control usage restriction areas

relates to : BEISPMS-2219 - Usage restriction state

relates to : - SPMS-4355 - Activate usage restriction (Planned usage
restriction)

relates to : 4, SPMS-4469 - Activate usage restriction

assesses : [¥] SPRM-516 - No safety hazard

causes : % SPRM-517 - No accident

relates to : DI SPMS-3174 - Usage restriction state

relates to : [}/ SPMS-7226 - Activate usage restriction (Unplanned TSR)
has parent: || SPRM-2106 - Detailed Failure Modes and Effect Analysis

Early indication of Usage restriction deactivation state to TMS

ID

Failure Mode
(Keyword)
Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Items

SPRM-1485

Commission
CCS System indicates usage restriction deactivation state too early to TMS.

TMS has incoherend information about the deactivation state of a usage
restriction and plans train movements according to incorrect information.

The usage restriction remains active in the CCS System, with the internal status
correctly reflecting an active condition; however, this may not align with external
expectations or operational assumptions.

The train continues to comply with the active usage restriction, as it remains
valid and enforced within the CCS System.

relates to : & SPMS-2159 - Control usage restriction areas

relates to : BEISPMS-2215 - Usage restriction state

relates to : 4, SPMS-4828 - Deactivate usage restriction

assesses : [¥] SPRM-516 - No safety hazard

causes : % SPRM-517 - No accident

relates to : | SPMS-4345 - Deactivate usage restriction (Planned usage
restriction)

relates to : [} SPMS-7232 - Deactivate usage restriction (Unplanned TSR)
relates to : B#1SPMS-3173 - Usage restriction state

has parent: || SPRM-2106 - Detailed Failure Modes and Effect Analysis

Early indication of Usage restriction activation state to TMS

ID

Failure Mode
(Keyword)
Failure
Description

Effect on Linked
Functions
Systems

30 Risk assessment report for the System
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SPRM-927
Commission

CCS-System indicates too early to TMS that a usage restriction has been
activated.

TMS may have incoherent information regarding the state of the usage
restriction. No optimal Operational Plan is calculated.
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Effect on
Railway System

Risk Comment

Linked Work
Items

Disturbed operation.

assesses : [¥] SPRM-516 - No safety hazard

causes : % SPRM-517 - No accident

relates to : & SPMS-2159 - Control usage restriction areas

relates to : BEISPMS-2215 - Usage restriction state

relates to : -/ SPMS-4355 - Activate usage restriction (Planned usage
restriction)

relates to : 4, SPMS-4469 - Activate usage restriction

relates to : [} SPMS-7226 - Activate usage restriction (Unplanned TSR)
relates to : DEISPMS-3173 - Usage restriction state

has parent: || SPRM-2106 - Detailed Failure Modes and Effect Analysis

Incorrect indication of Usage restriction deactivation state to TMS

ID SPRM-1487

Failure Mode Incorrect

(Keyword)

Failure CCS System indicates deactivation of wrong usage restriction to TMS
Description .
Egﬁg:igrr]‘sl‘mked TMS has incoherend information about the activation state of a usage restriction
Systems and plans train movements according to incorrect information.

Effect on CCS System internal status of the usage restrictions are correct. CCS System

Railway System

Risk Comment

Linked Work
Items

will not allow unsafe requests from TMS that violate active usage restriction.

Disturbed operation (PRAM issue)

relates to : & SPMS-2159 - Control usage restriction areas

relates to : BEISPMS-2215 - Usage restriction state

relates to : 4, SPMS-4828 - Deactivate usage restriction

assesses : [¥] SPRM-516 - No safety hazard

causes : ® SPRM-517 - No accident

relates to : [} SPMS-4345 - Deactivate usage restriction (Planned usage
restriction)

relates to : [}/ SPMS-7232 - Deactivate usage restriction (Unplanned TSR)
relates to : BEISPMS-3173 - Usage restriction state

has parent: || SPRM-2106 - Detailed Failure Modes and Effect Analysis

Early indication of Usage restriction activation state to Signaller

ID SPRM-966

Failure Mode Commission

(Keyword)

Failurg . CCS-System indicates usage restriction activation state too early to Signaller
Description '
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Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Iltems

The Signaller is informed about the activation of usage restriction although the
usage restriction is not activated. The Signaller may authorise train movements/
trackworkers assuming that the usage restriction is applied but it will not be
applied.

Possible unsafe movement of a train over an area where the usage restriction
should be activated.

assesses : [¥] SPRM-297 - [B.3.1.3] Wrong side signalling (infrastructure) failure
causes : ‘% SPRM-78 - [A2.1] Derailment of train

relates to : & SPMS-2159 - Control usage restriction areas

relates to : BEISPMS-2219 - Usage restriction state

relates to : [} SPMS-4355 - Activate usage restriction (Planned usage
restriction)

relates to : 4, SPMS-4469 - Activate usage restriction

causes : % SPRM-71 - [A1] Collisions

causes : % SPRM-87 - [A4] Accidents to persons involving rolling stock in
motion

assesses : # SPRM-120 - [B.1.2.4] Over-speeding

assesses : [¥] SPRM-519 - [xy] Field Force on track without trackside protection
relates to : [} SPMS-7226 - Activate usage restriction (Unplanned TSR)

relates to : & SPMS-2929 - Control usage restrictions

relates to : BEISPMS-3174 - Usage restriction state

has parent: || SPRM-2106 - Detailed Failure Modes and Effect Analysis

__is mitigated by : {c} SPRM-1701 - Activation process of usage restriction is
completed

Incorrect confirmation request of usage restriction deactivation to Signaller

ID

Failure Mode
(Keyword)
Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

30 Risk assessment report for the System
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SPRM-1778
Incorrect

CCS-System requests confirmation to deactivate wrong usage restriction to
Signaller.

Signaller receives information not aligned with operational plan and safety
conditions (Field Force might occupy the track).

If Signaller confirms it, this may lead to deactivation of a usage restriction that is
still needed.
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Linked Work
Items

relates to : & SPMS-2159 - Control usage restriction areas

relates to : BEISPMS-2219 - Usage restriction state

relates to : | SPMS-4345 - Deactivate usage restriction (Planned usage
restriction)

relates to : 4, SPMS-4828 - Deactivate usage restriction

assesses : [¥] SPRM-297 - [B.3.1.3] Wrong side signalling (infrastructure) failure
assesses : [¥] SPRM-519 - [xy] Field Force on track without trackside protection
causes : % SPRM-72 - [A1.1] Collision of train with a train/rail vehicle

causes : % SPRM-74 - [A1.3] Collision of one or more rail vehicles with another
rail vehicle

causes : ® SPRM-77 - [A2] Derailments

causes : % SPRM-87 - [A4] Accidents to persons involving rolling stock in
motion

relates to : DI SPMS-3174 - Usage restriction state

relates to : [}/ SPMS-7232 - Deactivate usage restriction (Unplanned TSR)

has parent: || SPRM-2106 - Detailed Failure Modes and Effect Analysis

_ is mitigated by : {c} SPRM-1702 - Usage restriction area is free of field force

Incorrect indication of Usage restriction activation state to TMS

ID
Failure Mode
(Keyword)

Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Items

SPRM-969
Incorrect

CCS-System indicates to TMS incorrect usage restriction (wrong location/
parameter) than what is activated.

TMS may have incorrect information regarding the state of usage restriction
(location, parameters like speed).

Less performance in the operational plan because a usage restriction is taken
into account which is not there at all or which imposes more restrictive driving.

relates to : &) SPMS-2159 - Control usage restriction areas

relates to : BEISPMS-2215 - Usage restriction state

relates to : [} SPMS-4355 - Activate usage restriction (Planned usage
restriction)

relates to : 4, SPMS-4469 - Activate usage restriction

assesses : [¥] SPRM-516 - No safety hazard

causes : % SPRM-517 - No accident

relates to : [} SPMS-7226 - Activate usage restriction (Unplanned TSR)
relates to : BEISPMS-3173 - Usage restriction state

has parent: || SPRM-2106 - Detailed Failure Modes and Effect Analysis

Late indication of Usage restriction deactivation state to TMS

ID

Failure Mode
(Keyword)

30 Risk assessment report for the System
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2025-10-06 11:15

26 /107


https://rail-research.europa.eu/
https://rail-research.europa.eu/

SP-Public

Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Items

CCS System indicates usage restriction deactivation state too late or not at all to
TMS.

TMS considers usage restriction still active when it is deactivated and plans
operational movements more restrictively.

Disturbed operation (PRAM issue)

relates to : & SPMS-2159 - Control usage restriction areas

relates to : DEISPMS-2215 - Usage restriction state

relates to : 4, SPMS-4828 - Deactivate usage restriction

assesses : [¥] SPRM-516 - No safety hazard

causes : % SPRM-517 - No accident

relates to : [} SPMS-4345 - Deactivate usage restriction (Planned usage
restriction)

relates to : BEISPMS-3173 - Usage restriction state

relates to : | SPMS-7232 - Deactivate usage restriction (Unplanned TSR)
has parent : || SPRM-2106 - Detailed Failure Modes and Effect Analysis

Late indication of Usage restriction activation state to TMS

ID
Failure Mode
(Keyword)

Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Items
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SPRM-970
Omission

CCS System indicates usage restriction activation state too late or not at all to
TMS.

TMS uses non-updated restriction information.

Trains/Field Force are protected by usage restriction. Operational movement
requests that violate usage restriction will not be executed.

relates to : G0 SPMS-2159 - Control usage restriction areas

relates to : BEISPMS-2215 - Usage restriction state

relates to : 4, SPMS-4469 - Activate usage restriction

relates to : [}/ SPMS-4355 - Activate usage restriction (Planned usage
restriction)

assesses : [¥] SPRM-516 - No safety hazard

causes : % SPRM-517 - No accident

relates to : BEISPMS-3173 - Usage restriction state

relates to : - SPMS-7226 - Activate usage restriction (Unplanned TSR)
has parent : || SPRM-2106 - Detailed Failure Modes and Effect Analysis
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3.2.1.2.3 Constraints

Requested usage restriction parameters adheres to infrastructure and train-side restrictions
CCS System checks the requested usage restriction parameters. The parameters are within the limits of
the static trackside and train attributes.

ID SPRM-1747

Usage restriction activation is planned

Time-sensitive, planned usage restriction not involving track workers are activated by CCS-System without
Signaller confirmation.

Rational: No confirmation of e.g. a low adhesion area will lead to a hazard. In such cases, CCS-System
can activate the usage restriction at the planned time automatically.

ID SPRM-2109

Track condition allows regular operation
The track conditions are normal and does not need restriction.

ID SPRM-2240

Deactivation of planned usage restrictions requested

The deactivation of planned usage restrictions is unavailable in CCS System if TMS/Signaller did not
request it previously. This mitigates the risk that CCS system wrongfully deactivates a restriction on its
own.

ID SPRM-1743

Confirmed usage restriction matches requested usage restriction
CCS System checks if the confirmation from Signaller matches the requested usage restriction by TMS/
Signaller for deactivation and activation.

ID SPRM-1740

Activation process of usage restriction is completed
CCS System doesn't send to Signaller activated state of a usage restriction until the activation process
has been successfully completed.

ID SPRM-1701

3.2.1.3 Ensure safe movement of trains

3.2.1.3.1 Functional description

Authorise motion of one train

This function controls the speed-and-distance-limiting speed profile over distance for one train for every
moment in time, taking all safety constraints into account.

Basic behaviour is to set speed-and-distance-limiting speed profile in a way that the train is allowed to
move from its current position towards the next planned stop or a preceding train.

It determines the next section of track path that the train should be allowed to travel on and the maximum
safe speed-profile along this path. One key thing to understand is that although "Authorise motion"
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produces only one speed-and-distance-limiting speed profile for one train, it needs to take into account
information about the whole area of control, such as the state of infrastructure elements, the speed-and-
distance-limiting speed profiles of other train units (since these portions of infrastructure are already in
use), temporary speed restriction (TSR) and the positions of other trains, vehicles, track workers and
equipment trains. It also coordinates the use of a recently activated temporary speed restriction (TSR) to
avoid a brake interventation.

There is therefore a portion of the behaviour that looks at the entire railway within the area of control.

ID SPMS-2137

Context Diagram
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» DEISPMS-2216 - Usage restriction state

o Exchange items:
o [ SPMS-2398 - usage_restriction_status

* DFISPMS-2232 - To be deleted Acknowledged indication

o Exchange items:
o [® SPMS-2374 - movement_permission_request

« (] SPMS-2254

o Exchange items:
- [_]SPMS-2403

* DFISPMS-2259 - Provided current time

o Exchange items:
o ¥ SPMS-2412 - time_reference

« [(]SPMS-2272

o Exchange items:
o [_]SPMS-2388

s [JSPMS-2282

Input exchanges o Exchange items:

o [_]SPMS-2391
* DFISPMS-2303 - Estimated motion state

o Exchange items:
o [ SPMS-2392 - train_motion_state_observation

» DF SPMS-2310 - Observed point status

o Exchange items:
o [M¥ SPMS-5288 - point_status

* DFISPMS-2315 - Observed level crossing state

o Exchange items:
o [ SPMS-5939 - level_crossing_status

» DFISPMS-2347 - Requested track path

o Exchange items:
o ¥ SPMS-2418 - track_path_request

* DFISPMS-2351 - Required operational traffic plan

o Exchange items:
- ¥ SPMS-2370 - operational_plan_movement
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Output
exchanges

« DEISPMS-2225 - Authorised distance and speed restriction

o Exchange items:
o ¥ SPMS-2373 - permitted_speed
o ¥ SPMS-2375 - target_distance

* DI SPMS-2248 - Authorised distance and speed restriction

o Exchange items:
o [ SPMS-2372 - movement_permission
o ¥ SPMS-5480 - shorten_movement_permission_response

* BFSPMS-2249 - Authorised distance and speed restriction

- Exchange items:
o ¥ SPMS-2372 - movement_permission
o [ SPMS-5480 - shorten_movement_permission_response

» DFISPMS-2250 - Authorised distance and speed restriction

- Exchange items:
o ¥ SPMS-2372 - movement_permission

« (JSPMS-2251
« []SPMS-2252

o Exchange items:
o [ SPMS-2372 - movement_permission

» D3EISPMS-2253 - Authorised distance and speed restriction

o Exchange items:
o ¥ SPMS-2372 - movement_permission

* DFISPMS-2325 - Authorised distance and speed restriction

o Exchange items:
o ¥ SPMS-2373 - permitted_speed
o ¥ SPMS-2375 - target_distance

» DFISPMS-2326 - Authorised distance and speed restriction

o Exchange items:
o ¥ SPMS-2373 - permitted_speed
o ¥ SPMS-2375 - target_distance

3.2.1.3.2 Failure Modes and Effects Analysis

Early indication of Authorised distance and speed restriction to Signaller

ID

Failure Mode

(Keyword)

Failure

Description

30 Risk assessment report for the System
Definition CCS System (rev. 726035)

SPRM-1053
Commission

CCsS-System indicates authorised distance and speed restriction too earliy to
Signaller.
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Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Items

Signaller plans actions according to incorrect information about the movement

permissions (indicated as shortened or granted when the shortening or granting
was not yet executed). This can result in manual requests to CCS-System being

incorrect.

Incorrect inputs into CCS-System are analysed in other risk and are not
repeated here.

relates to : & SPMS-2137 - Ensure safe movement of trains

relates to : [}/ SPMS-4326 - Shorten movement permission (Operational plan
change, accepted)

relates to : [} SPMS-4334 - Shorten movement permission (Signaller request,
accepted)

relates to : 4, SPMS-4441 - Shorten movement permission

relates to : [ SPMS-4337 - Shorten movement permission (Signaller request,
rejected)

assesses : [¥] SPRM-516 - No safety hazard

causes : % SPRM-517 - No accident

relates to : 4, SPMS-5298 - Grant movement permission

relates to : [} SPMS-5361 - Grant movement permission (Operational plan)
relates to : [} SPMS-5514 - Grant movement permission (Signaller request)
relates to : 4, SPMS-5316 - Release movement permission

relates to : [} SPMS-5362 - Release movement permission

relates to ; BEISPMS-7230 - Authorised distance and speed restriction
relates to : 14 SPMS-4333 - Superfluous Perform train movement

relates to : D=1 SPMS-3044 - Allocated track path

relates to : &) SPMS-2874 - Control track path allocation for movement
permissions

relates to : BEISPMS-6432 - Authorised movement permission

relates to : BEISPMS-6396 - Indicated track section state

has parent : || SPRM-2112 - Detailed Failure Modes and Effect Analysis

Incorrect indication of Authorised distance and speed restriction to Signaller

ID
Failure Mode
(Keyword)

Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

30 Risk assessment report for the System
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SPRM-1055
Incorrect

CCS-System indicates incorrect authorised distance and speed restriction to
Signaller.

Signaller has incorrect information about the status of the movement permission

(e.g. executed when it is rejected, incorrect movement permission displayed)
and bases his decisions on it.

Incorrect information in this case can be

a) incorrect to the safe side (longer movement permissions due to e.g.
shortening incorrectly displayed as executed when it is rejected, higher speed
than in reality)

b) incorrect to the non-safe side (lower speed, shorter movement permission
than in reality).

This can result in manual requests to CCS-System being incorrect. Possibly
unsafe operation by Signaller due to cases listed in b). For other operations of
the Signaller, please refer to the Risk Comment.
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Risk Comment

Linked Work
Items

Incorrect inputs into CCS-System are analysed in other risk and are not
repeated here.

Some use cases could lead to a hazard but they are not analysed here due to a
lack of information in this scenarios about these processes.

For example, the case If Signaller sees a shortening which actually was
rejected, there needs to be a safety barrier that the Signaller is not allowed to
derive safety relevant decision on the information (e.g. allowing track workers to
enter the area, ...), will be analysed in the respective scenarios where the
communication between track worker and Signaller is described.

relates to : G SPMS-2137 - Ensure safe movement of trains

relates to : [}/ SPMS-4326 - Shorten movement permission (Operational plan
change, accepted)

relates to : [} SPMS-4334 - Shorten movement permission (Signaller request,
accepted)

relates to : %4, SPMS-4441 - Shorten movement permission

relates to : [} SPMS-4337 - Shorten movement permission (Signaller request,
rejected)

assesses : [¥] SPRM-516 - No safety hazard

causes : % SPRM-517 - No accident

relates to : 4, SPMS-5298 - Grant movement permission

relates to : 14 SPMS-5361 - Grant movement permission (Operational plan)
relates to : [} SPMS-5514 - Grant movement permission (Signaller request)
relates to : 4, SPMS-5316 - Release movement permission

relates to : [} SPMS-5362 - Release movement permission

relates to ; BEISPMS-7230 - Authorised distance and speed restriction
relates to : 14 SPMS-4333 - Superfluous Perform train movement

relates to : DI SPMS-3044 - Allocated track path

relates to : &) SPMS-2874 - Control track path allocation for movement
permissions

relates to : BEISPMS-6432 - Authorised movement permission

relates to : BEISPMS-6396 - Indicated track section state

has parent : || SPRM-2112 - Detailed Failure Modes and Effect Analysis

Late indication of Authorised distance and speed restriction to Signaller

ID

Failure Mode
(Keyword)

Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment
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SPRM-1054
Omission

CCS system indicates authorised distance and speed restriction too late or not
at all to Signaller.

Signaller has outdated information about the status of the movement permission
shortening (executed on the train but no new indication of the shortened
movement permission, rejection is not displayed) and bases his decisions on it.
Outdated information in this case is to the safe side (longer movement
permissions indicated), possible commands can be sent to CCS system that are
not executable.

Incorrect inputs into CCS-System are analysed in other risk and are not
repeated here.
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relates to : & SPMS-2137 - Ensure safe movement of trains

relates to : [} SPMS-4326 - Shorten movement permission (Operational plan
change, accepted)

relates to : [} SPMS-4334 - Shorten movement permission (Signaller request,
accepted)

relates to : 4, SPMS-4441 - Shorten movement permission

relates to : [} SPMS-4337 - Shorten movement permission (Signaller request,

rejected)
assesses : [¥] SPRM-516 - No safety hazard
Linked Work causes : % SPRM-517 - No accident
Items relates to : 4, SPMS-5316 - Release movement permission
relates to : [}/ SPMS-5362 - Release movement permission
relates to : BEISPMS-7230 - Authorised distance and speed restriction
relates to : [} SPMS-4333 - Superfluous Perform train movement

relates to : DI SPMS-3044 - Allocated track path

relates to : &) SPMS-2874 - Control track path allocation for movement
permissions

relates to : BEISPMS-6432 - Authorised movement permission

relates to : BEISPMS-6396 - Indicated track section state

has parent: || SPRM-2112 - Detailed Failure Modes and Effect Analysis

Early indication of Authorised distance and speed restriction to Driver

ID SPRM-1052

Failure Mode o

(Keyword) Commission

Failure CCS-System sends the distance and speed restriction too early to the Driver
Description '
Effectlon Linked The Driver receives the correct distance and speed restriction too early. The
Functions Driver still applies the new distance and speed restriction at the right time
Systems bp P g '
Effect on

Railway System

Risk Comment -
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relates to : & SPMS-2137 - Ensure safe movement of trains

relates to : BEISPMS-2326 - Authorised distance and speed restriction

relates to : 4, SPMS-4441 - Shorten movement permission

relates to : [ SPMS-4334 - Shorten movement permission (Signaller request,
accepted)

relates to : [}/ SPMS-4326 - Shorten movement permission (Operational plan
change, accepted)

assesses : [/ SPRM-516 - No safety hazard

causes : % SPRM-517 - No accident

relates to : 14 SPMS-4337 - Shorten movement permission (Signaller request,
rejected)

relates to : 4, SPMS-5298 - Grant movement permission

relates to : [}/ SPMS-5361 - Grant movement permission (Operational plan)
relates to : [} SPMS-5514 - Grant movement permission (Signaller request)
relates to : [} SPMS-4333 - Superfluous Perform train movement

relates to : BEISPMS-3191 - Calculated supervision limits

has parent: || SPRM-2112 - Detailed Failure Modes and Effect Analysis

_is parent of : /+, SPRM-1401 - Early indication of Authorised distance and
speed restriction to Driver

Linked Work
Items

Early indication of Authorised distance and speed restriction to Driver

ID SPRM-1401
Failure Mode I
(Keyword) Commission
Failure . - .

s CCS-System sends the distance and speed restriction too early to the Driver.
Description
Effect on Linked The Driver receives the correct distance and speed restriction too early while
Functions supervising the automatic driving. The automatc driving will execute the new
Systems speed profile at the right time and the Driver does not need to take action.
Effect on

Railway System
Risk Comment -

relates to : & SPMS-2137 - Ensure safe movement of trains
relates to ; BEISPMS-2325 - Authorised distance and speed restriction
assesses : [¥] SPRM-516 - No safety hazard
causes : ® SPRM-517 - No accident
Linked Work relates to : [} SPMS-4333 - Superfluous Perform train movement
ltems relates to : DI SPMS-3190 - Calculated supervision limits
relates to : [} SPMS-5444 - Drive train automatically
relates to : 4, SPMS-5359 - Drive train automatically
has parent : /+, SPRM-1052 - Early indication of Authorised distance and
speed restriction to Driver

Incorrect indication of Authorised distance and speed restriction to Driver

D SPRM-1057
Failure Mode Incorrect
(Keyword)

Failure

Description CCS-System sends incorrect distance and speed restriction to the Driver.
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Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Iltems

Driver applies incorrect new distance and speed restriction (e.g. new stop
location closer or further away than executed by CCS system, higher or lower
speed than what is authorised by CCS-System).

Train is possibly overspeeding and will not be able to brake at its end of
authority.

DMl is SIL2 today.

relates to : G SPMS-2137 - Ensure safe movement of trains

relates to : BEISPMS-2326 - Authorised distance and speed restriction

relates to : [}/ SPMS-4326 - Shorten movement permission (Operational plan
change, accepted)

relates to : [} SPMS-4334 - Shorten movement permission (Signaller request,
accepted)

relates to : 4., SPMS-4441 - Shorten movement permission

assesses : # SPRM-120 - [B.1.2.4] Over-speeding

causes : ® SPRM-71 - [A1] Collisions

causes : ® SPRM-77 - [A2] Derailments

relates to : [} SPMS-4337 - Shorten movement permission (Signaller request,
rejected)

relates to : %, SPMS-5298 - Grant movement permission

relates to : 14 SPMS-5361 - Grant movement permission (Operational plan)
relates to : [} SPMS-5514 - Grant movement permission (Signaller request)
relates to : [} SPMS-4333 - Superfluous Perform train movement

relates to : DI SPMS-3191 - Calculated supervision limits

has parent: || SPRM-2112 - Detailed Failure Modes and Effect Analysis

__is parent of : /+, SPRM-1402 - Incorrect indication of Authorised distance and
speed restriction to Driver

_ is mitigated by : {c} SPRM-1439 - Train located within movement permission
_ is mitigated by : {c} SPRM-1440 - Train speed is equal or less than the
authorised target speed

Incorrect indication of Authorised distance and speed restriction to Driver

ID

Failure Mode
(Keyword)

Failure
Description

Effect on Linked

Functions
Systems

Effect on

Railway System

Risk Comment

30 Risk assessment report for the System
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SPRM-1402

Incorrect

CCS system indicates incorrect distance and speed restriction to the Driver.

Driver supervises automatic Driving based on an incorrect new distance and
speed restriction (e.g. new stop location closer or further away than executed
by CCS system, higher or lower speed than what is requested by CCS
system). This can lead to unneccessary actions (e.g. braking the train) or
missing safety reactions by the Driver (e.g. not braking the train).

This exchange is not shown in the capability SPMS-5359 Drive rain
automatically. There it seems that another function provides this information.
Consistency to be checked by specification group.
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relates to : & SPMS-2137 - Ensure safe movement of trains
relates to : BEISPMS-2325 - Authorised distance and speed restriction
assesses : # SPRM-120 - [B.1.2.4] Over-speeding
causes : ‘% SPRM-71 - [A1] Collisions
causes : ® SPRM-77 - [A2] Derailments
relates to : | SPMS-4333 - Superfluous Perform train movement

Linked Work relates to : BEISPMS-3190 - Calculated supervision limits

Items relates to : [} SPMS-5444 - Drive train automatically
relates to : 4, SPMS-5359 - Drive train automatically
has parent : /:, SPRM-1057 - Incorrect indication of Authorised distance and
speed restriction to Driver
_ is mitigated by : {c} SPRM-1439 - Train located within movement permission
_ is mitigated by : {c} SPRM-1440 - Train speed is equal or less than the
authorised target speed

Late indication of Authorised distance and speed restriction to Driver

ID SPRM-1056

Failure Mode o

(Keyword) Omission

Failure CCS-System sends the distance and speed restriction to the Driver too late or
Description not at all.

Effect on Linked The Driver receives the correct distance and speed restriction too late or not at
Functions all. The Driver applies the new distance and speed restriction too late or not at
Systems all.

Effect on Train is possibly overspeeding and will not be able to brake at its end of
Railway System authority.

Risk Comment DMl is SIL2 today.

relates to : & SPMS-2137 - Ensure safe movement of trains

relates to : BEISPMS-2326 - Authorised distance and speed restriction

relates to : [} SPMS-4326 - Shorten movement permission (Operational plan
change, accepted)

relates to : [}l SPMS-4334 - Shorten movement permission (Signaller request,
accepted)

relates to : 4, SPMS-4441 - Shorten movement permission

relates to : [} SPMS-4337 - Shorten movement permission (Signaller request,

rejected)
relates to : %, SPMS-5298 - Grant movement permission
, relates to : [}/ SPMS-5361 - Grant movement permission (Operational plan)
:_tg]rlr(gd Work relates to : [} SPMS-5514 - Grant movement permission (Signaller request)

assesses : # SPRM-120 - [B.1.2.4] Over-speeding

causes : % SPRM-71 - [A1] Collisions

causes : ® SPRM-77 - [A2] Derailments

relates to : [}/ SPMS-4333 - Superfluous Perform train movement

relates to : BEISPMS-3191 - Calculated supervision limits

has parent: || SPRM-2112 - Detailed Failure Modes and Effect Analysis
_is parent of : /+, SPRM-1403 - Late indication of Authorised distance and
speed restriction to Driver

__is mitigated by : {c} SPRM-1439 - Train located within movement permission
__is mitigated by : {c} SPRM-1440 - Train speed is equal or less than the
authorised target speed

Late indication of Authorised distance and speed restriction to Driver
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ID

Failure Mode
(Keyword)

Failure
Description

Effect on Linked

Functions
Systems

Effect on

Railway System

Risk Comment

Linked Work
Items

SPRM-1403
Omission

CCS system indicates distance and speed restriction too late or not at all to
the Driver.

Driver supervises automatic Driving based on an incorrect new distance and
speed restriction (e.g. new stop location closer or further away than executed
by CCS system, higher or lower speed than what is requested by CCS
system). This can lead to unneccessary actions (e.g. braking the train) or
missing safety reactions by the Driver (e.g. not braking the train).

This exchange is not shown in the capability SPMS-5359 Drive rain
automatically. There it seems that another function provides this information.
Consistency to be checked by specification group.

relates to : &) SPMS-2137 - Ensure safe movement of trains

relates to ; BEISPMS-2325 - Authorised distance and speed restriction
assesses : # SPRM-120 - [B.1.2.4] Over-speeding

causes : ‘% SPRM-71 - [A1] Collisions

causes : ® SPRM-77 - [A2] Derailments

relates to : [} SPMS-4333 - Superfluous Perform train movement

relates to : DI SPMS-3190 - Calculated supervision limits

relates to : [} SPMS-5444 - Drive train automatically

relates to : 4, SPMS-5359 - Drive train automatically

has parent : '+, SPRM-1056 - Late indication of Authorised distance and speed
restriction to Driver

_ is mitigated by : {c} SPRM-1439 - Train located within movement permission
_ is mitigated by : {c} SPRM-1440 - Train speed is equal or less than the
authorised target speed

Early indication of Authorised distance and speed restriction to TMS

ID

Failure Mode
(Keyword)

Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

30 Risk assessment report for the System
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SPRM-1058

Commission

CCS-System sends the distance and speed restriction too early to TMS.

TMS bases the planning of operational movements on incorrect information

about the movement permission (indicated as shortened or granted when the
shortening or granting was not yet executed). This can result in the calculated
Operational Plan not being conflict-free or/and not optimal.

Incorrect inputs into CCS-System are analysed in other risk and are not
repeated here.
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relates to : & SPMS-2137 - Ensure safe movement of trains

relates to : BEISPMS-2249 - Authorised distance and speed restriction

relates to : [} SPMS-4326 - Shorten movement permission (Operational plan
change, accepted)

relates to : 4, SPMS-4441 - Shorten movement permission

relates to : [}/ SPMS-4334 - Shorten movement permission (Signaller request,
accepted)

assesses : [¥] SPRM-516 - No safety hazard

causes : % SPRM-517 - No accident

:_tg]rlr(lid Work relates to : 14 SPMS-4337 - Shorten movement permission (Signaller request,
rejected)
relates to : 4, SPMS-5298 - Grant movement permission
relates to : [}/ SPMS-5361 - Grant movement permission (Operational plan)
relates to : [} SPMS-5514 - Grant movement permission (Signaller request)
relates to : 4, SPMS-5316 - Release movement permission
relates to : [}/ SPMS-5362 - Release movement permission
relates to : [} SPMS-4333 - Superfluous Perform train movement

relates to : DI SPMS-3052 - Allocated track path
has parent: || SPRM-2112 - Detailed Failure Modes and Effect Analysis

Incorrect indication of Authorised distance and speed restriction to TMS

ID SPRM-1060
Failure Mode Incorrect
(Keyword)
Failure CCS-System indicates incorrect authorised distance and speed restriction to the
Description TMS.

TMS bases the planning of operational movements on incorrect information
Effect on Linked about the movement permission (e.g. longer or shorter movement permission
Functions than what CCS system executed, higher or lower speed of train than what is
Systems allowed by CCS system). This can result in the calculated Operational Plan not

being conflict-free or/and not optimal.

Effect on
Railway System

Incorrect inputs into CCS-System are analysed in other risk and are not

Risk Comment repeated here.
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relates to : & SPMS-2137 - Ensure safe movement of trains

relates to : BEISPMS-2249 - Authorised distance and speed restriction

relates to : [} SPMS-4326 - Shorten movement permission (Operational plan
change, accepted)

relates to : 4, SPMS-4441 - Shorten movement permission

relates to : [}/ SPMS-4334 - Shorten movement permission (Signaller request,
accepted)

assesses : [¥] SPRM-516 - No safety hazard

causes : % SPRM-517 - No accident

:_tg]rlr(lid Work relates to : 14 SPMS-4337 - Shorten movement permission (Signaller request,
rejected)
relates to : 4, SPMS-5298 - Grant movement permission
relates to : [}/ SPMS-5361 - Grant movement permission (Operational plan)
relates to : [} SPMS-5514 - Grant movement permission (Signaller request)
relates to : 4, SPMS-5316 - Release movement permission
relates to : [}/ SPMS-5362 - Release movement permission
relates to : [} SPMS-4333 - Superfluous Perform train movement

relates to : DI SPMS-3052 - Allocated track path
has parent: || SPRM-2112 - Detailed Failure Modes and Effect Analysis

Late indication of Authorised distance and speed restriction to TMS

ID SPRM-1059

Failure Mode Omission

(Keyword)

Failure CCS system indicates authorised distance and speed restriction too late or not
Description at all to TMS.

TMS bases the planning of operational movements on outdated information
about the status of the movement permission shortening (executed on the train

Effect on Linked but no new indication of the shortened movement permission, rejection is not

gugtcet'rzgs displayed). Outdated information in this case is to the safe side (longer
y movement permissions indicated). This can result in the calculated Operational
Plan not being conflict-free or/and not optimal.
Effect on

Railway System

PRAM-related considerations:

TMS shall not replan movements impacting a train when no response from CCS
system about the execution state of a requested revocation of the movement
permission for this train was received.

Risk Comment
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relates to : & SPMS-2137 - Ensure safe movement of trains

relates to : BEISPMS-2249 - Authorised distance and speed restriction

relates to : [} SPMS-4326 - Shorten movement permission (Operational plan
change, accepted)

relates to : 4, SPMS-4441 - Shorten movement permission

relates to : [}/ SPMS-4334 - Shorten movement permission (Signaller request,

accepted)
Linked Work assesses : [¥] SPRM-516 - No safety hazard
Items causes : % SPRM-517 - No accident
relates to : 14 SPMS-4337 - Shorten movement permission (Signaller request,
rejected)
relates to : 4, SPMS-5316 - Release movement permission
relates to : [}/ SPMS-5362 - Release movement permission
relates to : [} SPMS-4333 - Superfluous Perform train movement

relates to : BI SPMS-3052 - Allocated track path
has parent: || SPRM-2112 - Detailed Failure Modes and Effect Analysis

3.2.1.3.3 Constraints

Requested track path adheres to train-side restrictions
Requested track path adhers to trainside restrictions e.g. possible braking curves, maximum speed of
train, train length etc.

ID SPRM-1758

Requested track path is distinct from other authorised track paths
Requested track path for one train does not contain any track paths already set for other trains.

ID SPRM-1444

Requested track path is free of occupancies
The requested track path doesn't include occupancies by other trains or vehicles. Only the occupancy of
the train for with the track path is requested is allowed.

ID SPRM-1443

Train adheres to infrastructure restrictions
The train is able to run on the infrastructure (e.g. loading gauge, train category) and does not violate the
loading gauge, weight limits etc. which could cause a collision or derailment.

ID SPRM-1442

Train speed is equal or less than the authorised target speed
Train speed is equal or less than the authorised target speed taking into account margins for slight
overspeeding.

ID SPRM-1440

Train located within movement permission
Train is located in the boundaries of its movement permission. If there is a train located without a
movement permission, it is not allowed to move until it gets a movement permission or another
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authorisation to move.
If a train overreached the boundaries of the movement permission, it needs to be braked.

ID SPRM-1439

3.2.1.4 Sense + Observe motion of one train

3.2.1.4.1 Functional description

Sense+Observe motion of one train

This function is allocated to §%] SPMS-2098 - CCS System.

This function senses the following states of one train: power on/off, cab activated/not activated.

This function senses the passing of one wheel by infrastructure reference location, the passing of one
infrastructure reference location by one train reference point and the motions parameters speed and
acceleration. In order to derive an observation of the estimated motion of the train. This includes the
occupation of track and all of its relevant navigation parameters, such as speed and acceleration.

ID SPMS-2192

Context Diagram

Figure 4 Context Diagram of Sense+Observe motion of one train
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Input exchanges
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Input exchanges

D=1 SPMS-2244 - Actual wheel passing

* ¥ SPMS-6523 -
actual_wheel_passing

D=1 SPMS-2238 - Actual present
geographical coordinate

* ¥ SPMS-6520 -
actual_geographical_coordinate

D=1 SPMS-2239 - Actual present position
and direction

¥ SPMS-6521 -
actual_position_and_direction

D=1SPMS-2234 - Actual acceleration

* /¥ SPMS-6519 -
actual_acceleration

D=EISPMS-2243 - Actual velocity
* ¥ SPMS-6522 - actual_velocity

D=1SPMS-7178 - Provided driver
information

» ¥ SPMS-2371 - train_data

o [¥ISPMS-2414 -
train_running_number

* [¥ISPMS-7169 - ETCS_level

s [¥ISPMS-7111 -
train_data_validation

2025-10-06 11:15

Source function

&) SPMS-2141 -
Has wheel
position and
direction in
relation to track
coordinates

@) SPMS-2135 -
Has position in
relation to
geographical
coordinates

&) SPMS-2138 -
Has position and
direction in
relation to track
coordinates

&) SPMS-2127 -
Has acceleration
vector in relation
to rolling stock
coordinates

&) SPMS-2140 -
Has velocity in
relation to track
coordinates

&) SPMS-2126 -
Control start of
mission activities
manually

Function
allocated to

% SPMS-2101
- Wheel

% SPMS-2091
- Rolling Stock
Reference
Point

% SPMS-2091
- Rolling Stock
Reference
Point

% SPMS-2091
- Rolling Stock
Reference
Point

% SPMS-2091
- Rolling Stock
Reference
Point

% SPMS-2096
- Driver
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Output
exchanges

Output exchanges

D=1SPMS-6660 - Estimated motion state
* ¥ SPMS-2400 - current_speed

D=EISPMS-6479 - Estimated motion state
* ¥ SPMS-2392 -
train_motion_state _observation
D=1 SPMS-2302 - Estimated motion state
o ¥ SPMS-2392 -
train_motion_state observation
D=1 SPMS-2308 - Estimated motion state
s ¥ SPMS-2392 -
train_motion_state observation
D=1 SPMS-2300 - Estimated motion state
* ¥ SPMS-2392 -
train_motion_state observation
D=1 SPMS-2301 - Estimated motion state
o ¥ SPMS-2392 -
train_motion_state observation
D=1 SPMS-2303 - Estimated motion state
* ¥ SPMS-2392 -
train_motion_state _observation
D=1 SPMS-2336 - Estimated motion state

* ¥ SPMS-2400 - current_speed
* ¥ SPMS-7177 - ETCS_mode

D=1SPMS-2330 - Estimated motion state

* ¥ SPMS-2392 -
train_motion_state observation

3.2.1.4.2 Failure Modes and Effects Analysis

Target function

&) SPMS-2158 -
Supervise
guideway of one
train

&) SPMS-2159 -
Control usage
restriction areas

&) SPMS-2180 -
Control automatic
driving speed of
one train

&) SPMS-2160 -
Calculate
information to
support driving

&) SPMS-2148 -
Calculate
operational traffic
plan

&) SPMS-2190 -
Control position
of one point

&) SPMS-2137 -
Ensure safe
movement of
trains

&) SPMS-2106 -
Control relative
traction and
braking effort
manually

&) SPMS-2167 -
Supervise state
of railway
operation

Early indication of estimated train motion state information to TMS

ID

30 Risk assessment report for the System
Definition CCS System (rev. 726035)

SPRM-1185

2025-10-06 11:15

Function
allocated to

% SPMS-2096
- Driver

SPMS-2098
- CCS System

SPMS-2098
- CCS System

SPMS-2098
- CCS System

% SPMS-2097
- Traffic
Management
System

SPMS-2098
- CCS System

§72| SPMS-2098
- CCS System

% SPMS-2096
- Driver

% SPMS-2090
- Signaller
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Failure Mode
(Keyword)

Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

Linked Work
Items

Commission

CCS System sends the estimated train motion state too early to TMS.

TMS bases the planning of operational movements on incorrect information
about the train motion state (dynamic train data like position and speed are not
the actual ones).

This can result in the calculated Operational Plan not being conflict-free or/and
not optimal.

Note 1 : Failure mode "comission" is interpreted to mean that something does
not happen too early in terms of time, but too early in terms of a sequence. The
information is send before all aspectes for aggregation of the information to be
send are finished.

Note 2: Incorrect inputs into CCS System are analysed in other risk and are not
repeated here.

relates to : &) SPMS-2192 - Sense+Observe motion of one train

relates to : DEISPMS-2300 - Estimated motion state

relates to : [}/ SPMS-4329 - Localise train on railway infrastructure
relates to : 4, SPMS-4438 - Localise train on railway infrastructure
assesses : [¥] SPRM-516 - No safety hazard

causes : % SPRM-517 - No accident

relates to : B1 SPMS-3050 - Aggregated track occupancy and train status
information

relates to : 4, SPMS-4442 - Execute end of mission

relates to : -l SPMS-4344 - Execute end of mission

has parent: || SPRM-2117 - Detailed Failure Modes and Effect Analysis

Incorrect indication of estimated train motion state information to TMS

ID

Failure Mode
(Keyword)

Failure
Description

Effect on Linked
Functions
Systems

Effect on
Railway System

Risk Comment

30 Risk assessment report for the System
Definition CCS System (rev. 726035)

SPRM-1186

Incorrect

CCS System sends incorrect train motion state to the TMS.

TMS bases the planning of operational movements on incorrect information
about the train motion state (dynamic train data like position and speed are not
the act